
Following the events of September 11, 2001 and the subsequent anthrax 

mailings in the United States, the threat posed by bioterrorism has received 

renewed attention by governments across the globe. Though no large-scale 

attacks have occurred as of the date of this writing, several scenarios have 

been studied in detail, including deliberate releases of smallpox [1, 2], 

anthrax [3], plague [4], and botulinum [5], among others. While the 

specifics of these scenarios differ in terms of the dispersion mechanisms of 

the infectious agents and the resulting casualties that could result, all such 

analyses emphasize the importance of early detection and rapid response in 

mitigating the consequences of a bioterror attack. 

There have been many different suggestions to detect a bioterror attack, 

ranging from the use of biosensors [6] to syndromic surveillance [7], to 

screening blood donors [8], to case identification. Once an attack has been 
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detected and the agent has been identified, however, the key concerns 

become establishing the scale of the attack and forecasting how casualties 

will emerge over time. Such forecasts can guide the allocation of response 

resources; for example, is it necessary to add “surge capacity” to hospitals 

in the impacted area or are existing facilities adequate for expected 

caseloads. The real-time aspect of this approach enables rapid reassessment 
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monitoring, assessment, and forecasting activities as situational awareness.

example.

Suppose that the first human case in a bioterror attack has just been 

observed, and that the agent involved has been determined. As more 

human cases are reported, it is critical to ascertain answers to two 

questions: how big was the attack (i.e., how many persons were infected); 

and when did it happen. The answers to these questions can then be used to 

create forecasts of future cases, which in turn can be used for emergency 

planning (e.g., is there sufficient hospital capacity to handle expected 

future cases, or is there a need for adding surge capacity). Estimates of the 

time and size of a bioterror attack also figure prominently in determining 

when the resulting outbreak has ended (i.e., when the expected number of 

future cases is very small compared to the estimated size of the outbreak). 

Additional situational awareness questions include establishing the 

location and spatial spread of an outbreak. Also, while this chapter will 

focus on techniques derived from observing human cases over time, one 

certainly could extend these ideas to attacks that are detected via 

biosensors, syndromic surveillance, or other means. 
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This chapter illustrates the basic situational awareness problem with the 

using probability models that are simple enough to evaluate in an ordinary 

aid of a recently developed model applied to a hypothetical anthrax bioterror 

attack [9]. The intent is to introduce the sorts of analyses that are possible 

spreadsheet program such as Excel. Though some specific numerical 

assumptions will be made to provide a working example, the reader should 

focus on the nature of the information one could obtain from such methods 

rather than the specific numerical results that follow from the details of this 

sense that few cases remain to be uncovered). We refer to such real-time 

provides useful guidance for deciding when the outbreak has ended (in the 

of the situation as new caseload information arrives over time, and also 

In the example to be developed, an anthrax attack infecting 100 persons has 

occurred. How will those infected in the attack reveal themselves over time? 

The key assumption employed is that the probability distribution of the 

incubation time from infection through the onset of symptoms is known. 

The Situational Awareness Problem2. 

An Anthrax Example and Attendant Assumptions3. 
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data associated with the Swerdlovsk accidental anthrax release and via 

maximum likelihood were able to fit a lognormal distribution with median 

11 days and dispersion 2 days to the incubation time data associated with

that outbreak. Figure 1 shows the lognormal probability density with the 

parameters stated above.

It is assumed that no interventions were launched prior to detecting the 

attack, which is reasonable: in the absence of any evidence of an attack, on 

what basis would one launch an intervention? However, while inter-

ventions might be launched once an attack has been detected (e.g., 

distribution of antibiotics to persons in the vicinity of the attack), it is 

further assumed that such interventions will not have any impact on the 

Figure 1. Probability density of anthrax incubation time. 
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bution. For anthrax, Brookmeyer et al. [10] studied the incubation time 

occurrence of cases during the first several days of the outbreak (as these 

cases would be among persons with sufficiently advanced infections to 

render intervention ineffective). Anthrax being a noncontagious agent, 

there will be no need to account for secondary transmission in our 

illustrative example. More complicated models allowing for secondary and 

continuing transmission (e.g., as would be the case with smallpox) can also 

be constructed, though such extensions will not be pursued in this chapter. 

Cases will thus appear in a manner consistent with this probability distri- 
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The key insight that enables one to estimate the time and size of a bio- 

terror attack from case reporting data is this: if n persons were infected 

in the attack, then the time from the attack until the 1st, 2nd, 3rd, …, nth 

cases occur would be the order statistics from the incubation time 

distribution [11]. In particular, the time from the attack to the first 

observed case would correspond to the minimum of n independent 

incubation times (where the independence reasonably assumes that the 

progression of infection in any one individual has no influence on the 

progression of infection in any other individual). Thus, if one knew the size 

of the attack, one could estimate the time of the attack by working 

backwards from the time of the first observed case. 

Of course, the size of the attack is not known, but it is possible to 

quantify prior beliefs regarding the likelihood that attacks infecting different 

numbers of individuals could occur. A Bayesian approach formally accomp-

lishes this by postulating a prior probability distribution governing the size 

of the attack. Any such distribution should be diffuse to express our 

considerable ignorance over the likelihood that any one of a wide range of 

different attack sizes would occur. An attractive choice that satisfies this 

criterion and is also easy to work with is given by the log-uniform 

distribution – that is, a distribution where the logarithm of the attack size is 

taken to be uniform between zero (an attack size of unity) and the largest 

order-of-magnitude considered reasonable for an attack of this sort (for 

recall that it is assumed that the agent used has been determined; e.g., 

anthrax). This amounts to order-of-magnitude uncertainty: the chance that 

an attack infects a number in the tens is the same as the chance that an 

attack infects a number in the hundreds, thousands, or ten thousands. 
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and timing of observed cases to date. Once armed with these conditional 

distributions, further probabilistic calculations enable a forecast of the number 

of cases expected in the future, as well as computation of the probability 

that at least a certain percentage of all persons infected in the attack have 

already been observed (which is useful in deciding when the outbreak has 

essentially ended). 

Once a prior distribution for the initial attack size has been assigned, it 

then becomes a straightforward probability exercise to, in real time as new 

case reports arrive, estimate the conditional (or posterior) probability 

distributions of the attack size and time via Bayes’ rule, given the number 

The formal probability arguments involved in this approach were 

presented in [9] and are summarized in the appendix of this chapter for the 

technical reader. To show how such a model could be used in an actual 

Basic Ideas4.
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bioterror attack, we return to our anthrax example and consider what might 

happen over the course of a single outbreak. Note that all of the calculations 

involved in this example were performed using an Excel spreadsheet, 

indicating the technical ease with which the models can be implemented [9]. 

Imagine that an anthrax attack occurs that infects 100 persons. The time 

of Figure 1. To obtain a specific example, 100 incubation times were 

randomly selected from this probability distribution and ordered to create 

the “actual” occurrence of cases over time (as reported on a daily basis) 

shown in Figure 2. Using the probability models proposed, it is possible to 

estimate the conditional probability distribution of the number infected in 

the attack given the cases observed to date since the detection of the attack. 

Figures 3–7 show this distribution having observed all cases through days 

2, 5, 10, 20, and 50, respectively. From Figure 2, one can see that a total of 

8, 25, 59, 80, and 100 cases were observed as of these dates. Note how the 

uncertainty in the attack size distribution disappears over time as more 

cases are reported, that is, how the probability densities increasingly place 

most of their weight on attack sizes in the vicinity of (the true value of ) 

100 as more information is collected. This illustrates how the model is able 

to “learn” from the data (and via the incubation time distribution) over time. 

Cumulative Cases:
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Figure 2. Cumulative actual and forecasted anthrax cases over time in the 

simulated outbreak. 

5. A Simulated Example
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from infection to symptoms follows the lognormal incubation time density 



Figure 3. Attack size probability distribution 2 days after seeing the first case 

(Eight cases observed in total). 
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Figure 4. Attack size probability distribution 5 days after seeing the first case (25 

cases observed in total). 

Posterior Distribution of Initial Attack Size

0

0.005

0.01

0.015

0.02

0.025

0.03

0.035

0.04

0 50 100 150 200 250

Initial Attack Size

P
ro

b
a
b

il
it

y

36



Posterior Distribution of Initial Attack Size
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cases observed in total). 

Figure 5. Attack size probability distribution 10 days after seeing the first case (59 
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cases observed in total). 

Figure 6. Attack size probability distribution 20 days after seeing the first case (80 
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Figure 7. Attack size probability distribution 50 days after seeing the first case 

(100 cases observed in total). 
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While Figures 3–7 reveal that considerable “learning” occurs over the 

course of this simulated outbreak, it is interesting that the mean attack size 

(a point estimate as it were) computed from these distributions as new 

information arrives over time is quite stable. Figure 8 plots the mean attack 

size as estimated over time from the updated probability distributions, and 

shows that the point estimates obtained do indeed hover closely about the 

true value of 100. One would expect accurate estimates once most of those 

infected in the attack have progressed to symptoms, but Figure 8 shows 

that good results are obtained much earlier. 

Considerably less information is gained regarding the timing of the 

attack. Figures 9 and 10 report the probability distribution of the time of 

the attack as measured in days prior to observing the first case after days 2 

and 50 of the outbreak. In both cases the bulk of the probability locates the 

attack to have occurred between 1 and 3 days before the first case was 

observed. The information gained from day 2 to day 50 essentially rules 

out the possibility that the attack occurred more than 3 days prior to the 

date of the first case. 
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Figure 8. Expected (mean) attack size as estimated over time from detection of the 

outbreak from the first observed case. 
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Figure 9. Probability distribution of the time of attack (measured as days before 

observing the first case) 2 days after seeing the first case (Eight cases observed in 

total).
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Armed with the updated probability distributions of the attack size and 

time at any point during the outbreak, it is straightforward to forecast the 

E.H. KAPLAN AND J. WALDEN

Figure 10. Probability distribution of the time of attack (measured as days before 

observing the first case) 50 days after seeing the first case (100 cases observed in 

total).
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6.  

accurate than the forecasts from day 10 (at least through the first 24 days 

of the outbreak) is specific to the example simulated and should not be 

interpreted as meaning that earlier forecasts will outperform later ones in 

general. The key point, however, is that the forecasts provide an early view 

of how those infected in the attack will reveal themselves over time, 

enabling appropriate planning for care and treatment to ensue early in the 

outbreak.

presents forecasts created 10 days post-detection. Both these forecasts 

provide sufficiently accurate pictures of downstream cases of infection to 

be useful for planning purposes. That the forecasts from day 5 are more 

occurrence of future cases. Figure 2 reports two such forecasts along with 

the simulated number of cases observed over time. The forecasts created 5 

days after the attack appeared as a dashed curve, while the solid curve 

Thus far the focus has been on estimating the time and size of a bioterror 

attack in order to predict future caseloads. However, whether or not to 

declare that an outbreak has ended is also a crucial decision. Brookmeyer 

and You [12] proposed a statistical hypothesis test based on the spacing 

7. Is the Outbreak Over?

40

between observed cases for deciding whether an outbreak has ended. An 

alternative approach follows directly from the Bayesian principles employed  

Forecasting Future Cases



outbreak (and for any value of ). For example, one can compute the proba-

bility that at least half of all cases have already occurred as of the date of 

computation, or if at least 80%, 95%, or even 100% of all cases have 

observed is referred to as the -level outbreak completion probability. 

Figure 11 plots -level outbreak completion probabilities for  = 0.5, 

0.75, 0.95, and 1 for the data in our simulated anthrax attack. Note that one 

is about 80% certain that at least half of all cases have occurred after day 

10 of the outbreak (and indeed, 59 cases already occurred by day 10, 

which is more than 50% of 100, the true number infected in the outbreak). 

It of course takes longer for the outbreak completion probabilities to 

approach unity as  increases; it requires 80 days and 100 observed cases 

(which in the example constitute all of the cases that could occur) to be 

occurred. The probability that at least 100 % of all cases have been 

at least 100 % of all cases have been observed at any point during the 

in the present chapter. Specifically, one can calculate the probability that

Figure 11. -level outbreak completion probabilities over time. 

95% certain that the outbreak is over (i.e., the -level outbreak completion 

probability equals 95% for  = 1 only after 80 days). The method is thus 

appropriately conservative when asked if the outbreak is truly over. 
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This chapter has provided a simple example showing how one can use the 

probability distribution governing the incubation time from infection 

through symptoms for a bioterror agent with observed cases in real time to 

estimate the time and size of a bioterror attack, forecast the number of 

8. Summary

downstream cases for planning purposes, and assess over time the extent to 
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which the outbreak is totally or partially complete. The computations 

required can be carried out in an Excel spreadsheet [9], as was all of the 

computing for the example presented. 

While it is hoped that that this chapter serves to convince the reader of 

the value of probability modeling in bioterror preparedness and response, 

the methods and example presented are not the final word on this subject. 

This chapter has only concerned itself with a noncontagious bioterror 

agent such as anthrax. Attack with a contagious agent such as smallpox, 

plague, or tularemia would require additional modeling to account for 

continuing transmission from those initially infected; deconvolution 

methods similar to the back calculation of human immunodeficiency virus 

(HIV) incidence from acquired immunodeficiency syndrome (AIDS) 
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[10]). In this instance, it would be possible to augment the modeling 

approach suggested to account for uncertainty in the incubation time 

distribution, and to statistically update this distribution and hence learn in 

real time as those infected present themselves as cases. However, although 

it is not difficult in principle, loss of precision governing the incubation 

time distribution would translate to considerable loss in precision 

regarding the forecasts of downstream cases. 

Finally, the model proposed based all inferences over time on observed 

cases of infection, yet as noted earlier there are several proposals, such as 

the use of biosensors and/or syndromic surveillance systems meant to 

speed the detection and general assessment of bioterror events. It remains 

to integrate models of the form reported in this chapter with those other 

more elaborate detection and reporting systems; doing so would be a major 

advance in the provision of decision support to those concerned with 

managing the consequences of a bioterror attack. 

reporting data would be required [13]. The approach has also assumed that 

the incubation time probability distribution is known, but while infor-

mation is available for many feared bioterror agents [14], it might be that 

for either new or modified viral or bacterial infections, the data observed in 

the outbreak itself becomes the best information describing incubation 

times (as was the case with the accidental release of anthrax in Swerdlovsk 
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Suppose that the attack size N = n. Since the attack is detected by the 

first observed case, the probability density of the time of attack given N = n
is given by

,...3,2,1,0for    )(

1 naafn
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If the prior probability distribution for the attack size is given by p(n) = 

Pr{N = n}, then the joint probability distribution of the attack time and size 

is given by 

,...3,2,1,0for    )()()(),(

1 naafanSnpnaf n
 (2) 
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The joint probability of observing N = n, A = a, and the data actually 

seen then equals
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Bayes’ rule then implies that the conditional probability distribution of 

the attack time and size given the data observed up to time  after the 

attack was detected is given by 

Now, suppose that by time , an additional k–1 cases have been 

observed beyond the initial case observed at time 0 that signaled the

(days before observing the first case), the probability of observing these

additional cases at times t2, t3 … tk t1 = 0 denotes the time

outbreak. Conditional on the attack size N = n and the attack time A = 

(where

at which the first case is observed) is given by 

44

1

0

1

!

( ) ( ) ( )

( )!

( , | , )   for 0, , 1, ...

!

( ) ( ) ( ) 

( )!

k
n k

j
j

k
i k

ju
i k j

n
p n S a f a t

n k
f a n a n k k

i
p i S u f u t du

i k

t

 (5) 

All of the quantities of interest can be computed from Equation (5). For 

example the -outbreak completion probabilities can be computed as 

/

0

),|,(},|Pr{
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kn a

danaf
N
k tt                  for 0 <  < 1 (6) 

Details for computing forecasts of future cases and other quantities can 

be found in [9]. 




