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A New Audience for COSO—SEC & PCAOB
Requirements for Anti-Fraud Programs & Control
BY JONNY FRANK & NANCY

NEWMAN-LIMATA

C ompanies subject to the
Sarbanes-Oxley Act1 must now

implement ‘‘anti-fraud programs
and controls’’.2 Seemingly innocu-
ous, this new requirement creates
new responsibilities for many not
previously involved in internal con-
trol over financial reporting, par-
ticularly for in-house counsel and

compliance and ethics officers, who
must become conversant with new
terms, such as ‘‘COSO’’, ‘‘PCAOB
Auditing Standard No. 2’’, and ‘‘in-
ternal controls over financial report-
ing’’.

Most companies have elements
of an anti-fraud program, as there is
substantial overlap with United
States Sentencing Guidelines
(FSG)3 based compliance programs.
While a code of conduct and ethics
hotline/whistleblower program are
familiar elements of such a pro-
gram, elements that are likely to be
less familiar to compliance profes-
sionals include (1) active audit com-
mittee oversight, (2) an effective
fraud risk assessment, (3) adequacy
of internal audit activities relative to
prevention and detection and fraud,
and (4) sufficiency of procedures for
handling complaints and the report-
ing of fraud to the audit committee
and independent auditor.4

What happens when fraud occurs
after management asserts that its
internal controls are effective? Does
this potentially give rise to an addi-
tional cause of action? Prosecutors,
regulators, and private litigants
likely will seek to hold a company li-
able for asserting to the effective-
ness of controls that subsequently
were demonstrated to be ineffective.

Shift From FSG to COSO
Companies historically viewed

fraud prevention as an implicit facet
of compliance activities as opposed
to part of an explicit component of
internal controls. With a
compliance-driven approach, the
FSG serve as the primary bench-
mark of effectiveness. The FSG are
reactive: they address punitive im-
plications after an occurrence of
fraud or another form of corporate
misconduct. A negative event of this
sort is typically the impetus for an
external party (usually lawyers) to
evaluate and test the effectiveness
of an FSG-based compliance pro-
gram. Furthermore, the objectives
around fraud prevention are differ-
ent and internal control over finan-
cial reporting emphasizes the im-
portance of the control environment
of the organization in setting the
‘‘tone at the top.’’
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1 Sarbanes-Oxley Act of 2002, 15
U.S.C. § 7201 (2002) (Sarbanes).

2 For an in-depth discussion, see
PricewaterhouseCoopers Key Elements
of Antifraud Programs and Controls,
available at www.dfodirect.com/News
and Analysis/Corporate Governance/
‘‘Key Elements of Antifraud Programs
and Controls’’ (December 2003).

3 U.S. Sentencing Guidelines Manual
Chapter 8 available at http://
www.ussc.gov.

4 Public Company Accounting Over-
sight Board (PCAOB), ‘‘An Audit of In-
ternal Control over Financial Reporting
Performed in Conjunction with an Audit
of Financial Statements’’ (hereinafter
PCAOB Auditing Standard No. 2) ¶ 24
(PCAOB Release No. 2004-001, dated
March 9, 2004).
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Now, however, control factors are rapidly replacing
compliance concerns as the primary drivers of anti-
fraud programs. Today’s marketplace and regulatory
environment demand proactive anti-fraud programs
characterized by a strong focus on the prevention and
timely detection of fraud.

Sarbanes requires management to assert to the effec-
tiveness of internal controls over financial reporting.
The SEC’s final rules implementing Sarbanes refer ex-
plicitly to controls related to the prevention, identifica-
tion, and detection of fraud.5 The regulations require
corporate management to evaluate and test the design
and operating effectiveness of anti-fraud controls on an
annual basis.6 Management is required to identify fraud

(continued on page 32)

(continued from page 36)
by senior management, regardless of how immaterial.
The goal is to ensure that controls are in place to ad-
dress management overrides. Independent auditors will
evaluate and test their designs and operating effective-
ness as a part of the integrated audit.7 PCAOB auditing
standards provide deficient anti-fraud programs and
controls ‘‘ordinarily results’’ in a finding of at least a
significant deficiency.8 Management cannot assert that
they have effective internal control over financial re-
porting if any deficiency rises to a material weakness.
Furthermore, the auditor must issue an adverse opinion
if it concludes that any deficiency or aggregation of de-
ficiencies rise to a material weakness.9

COSO = FSG+
In the United States, the Committee of Sponsoring

Organizations (COSO) of the Treadway Commission
has emerged as the framework that management and
auditors use to evaluate internal controls.10 COSO ex-
pands upon existing FSG requirements.11 The FSG,
which were drafted by lawyers, emphasize governance
and ‘‘softer’’ elements, such as training, communica-

tions, and delegation of authority. COSO considers
these same issues under ‘‘control environment,’’ and
places additional emphasis on risk assessments, con-
trols, and monitoring and auditing.

COSO has five key components—control environ-
ment, risk assessment, control activities, information,
and communications and monitoring.12 PCAOB Audit-
ing Standards require independent auditors to include
anti-fraud programs and controls when evaluating the
design and operating effectiveness of each of these
components of internal control over financial report-
ing.13

Private companies should also have an understand-
ing of effective fraud management, particularly if their
strategy contemplates a public debt offering, IPO, or
sale to a public company. Apart from mitigating legal
and regulatory risk, fraud management provides signifi-
cant cost savings14 opportunities, which directly affect
the bottom line.

Control Environment
The control environment refers to such intangibles

as integrity, ethical values, and management’s philoso-
phy and operating style, but it also covers more con-
crete expressions of these intangibles, such as the way
management assigns authority and responsibility, and
organizes and develops its people. In addition, the con-
trol environment sets out the role of the audit commit-
tee and board of directors.

Compliance specialists, ethics officers, and in-house
counsel are generally already familiar with most anti-
fraud components of the control environment, as the
FSG address similar issues:

s Requirement for a code of conduct/ethics15

s Whistleblower hotlines16

s Hiring and promotion17

5 U.S. Securities and Exchange Commission, ‘‘Manage-
ment’s Report on Internal Control over Financial Reporting
and Certification of Disclosure in Exchange Act Periodic Re-
ports,’’ Release No. 33-8328 (June 5, 2003) [68 FR 36636].

6 According to the rule, ‘‘Controls subject to such assess-
ment include, but are not limited to . . . controls related to the
prevention, identification, and detection of fraud. The nature
of a company’s testing activities will largely depend on the cir-
cumstances of the company and the significance of the control.
However, inquiry alone generally will not provide an adequate
basis for management’s assessment [footnote omitted].’’

7 Public Company Accounting Oversight Board (PCAOB),
‘‘An Audit of Internal Control over Financial Reporting Per-
formed in Conjunction with an Audit of Financial Statements’’
(PCAOB Auditing Standard No. 2¶¶ 88-107) (PCAOB Release
No. 2004-001, dated March 9, 2004).

8 PCAOB Auditing Standard No. 2 ¶ 139.
9 PCAOB Auditing Standard No. 2 ¶ 175.
10 Committee of Sponsoring Organizations of the Treadway

Commission, Internal Control—Integrated Framework
(COSO).

11 In December 2003, the United States Sentencing Com-
mission proposed far-reaching changes that would narrow the
differences between the FSG and COSO. Specifically, the pro-
posed amendments provide for companies to conduct ongoing
risk assessments to form the basis for continuous improve-
ment.

12 The COSO framework typically is presented as a cube
with these five elements overlaying against financial reporting,
compliance, and operational controls. Fraud cuts across all
three elements, as fraud usually impacts the financial state-
ment, the organization’s compliance program, and operations.

13 PCAOB Auditing Standard No. 2 ¶ 24.
14 The Association of Certified Fraud Examiners (ACFE)

projects that (1) the average company loses the equivalent of 6
percent of its revenue to fraud and (2) fraud accounts for $600
billion in losses annually. ACFE, ‘‘2002 Report to the Nation,
Occupational Fraud and Abuse.’’

15 Sarbanes § 406 and the SEC’s Final Rule, titled ‘‘Disclo-
sure Required by Sections 406 and 407 of the Sarbanes-Oxley
Act of 2002,’’ require a registrant to disclose whether it has
adopted a code of ethics that applies to the company’s princi-
pal executive officer, principal financial officer, principal ac-
counting officer, or controller, or persons performing similar
functions. If it has not adopted such a code of ethics, it must
explain why.

16 Sarbanes § 301, the SEC’s final rule titled ‘‘Standards Re-
lating to Listed Company Audit Committees,’’ and the listing
standards called for by this final rule require each issuer’s au-
dit committee to establish procedures for: (i) receiving and re-
taining information about and treating alleged incidents in-
volving the issuer regarding accounting, internal accounting
controls, or auditing matters, and (ii) the confidential, anony-
mous submission of concerns by employees about question-
able accounting or auditing matters.

17 Establishing standards for hiring and promoting the most
qualified individuals, with emphasis on educational back-
ground, prior work experience, past accomplishments, and
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s Remediation of identified incidents of fraud18

The FSG do not specifically consider active gover-
nance and oversight by the audit committee and board,
which is a key component of the control environment.
The audit committee has responsibility for assessing
the risk of financial fraud by management and ensuring
controls are in place to prevent, deter, and detect fraud
by management. Their evaluation should consider:

s Management’s anti-fraud programs and controls,
including management’s identification of fraud risks
and implementation of anti-fraud measures,

s Potential for management override of controls or
other inappropriate influence over the financial report-
ing process,

s Mechanisms for employees to report concerns,
s Receipt and review of periodic reports describing

the nature, status, and eventual disposition of alleged or
suspected fraud and misconduct,

s Internal audit consideration of fraud risk and a
mechanism to ensure that the internal audit can express
any concerns about management’s commitment to ap-
propriate internal controls or to report suspicions or al-
legations of fraud,

s Involvement of other experts—legal, accounting
and other professional advisers—as needed to investi-
gate any alleged or suspected wrongdoing brought to
their attention, and

s Functional reporting by internal and external au-
ditors to the board and audit committee.

Because of the strong focus on fraud19 and factors
related to the effectiveness of the audit committee20 in
the PCAOB auditing standards, a passive attitude to-
ward oversight and the topic of fraud and the anti-fraud
programs and controls would be a strong indicator of a
significant deficiency. The NYSE and NASDAQ rules
also require active oversight by the board and audit
committee.

Fraud Risk Assessment
How can management develop anti-fraud controls

without first identifying its fraud risks? Yet, prior to
Sarbanes, few companies assessed fraud risk on a com-
prehensive and recurring basis rather than in an infor-
mal or haphazard manner.21

A fraud risk assessment process, performed inde-
pendently or integrated with the enterprise risk-
assessment process, is a cornerstone of an anti-fraud
program that anticipates, rather than reacts to, fraud
and misconduct. The proposed amendments to the FSG
likewise recognize the need for the risk-assessment
process. An effective fraud and reputation-risk assess-
ment may identify previously unidentified risks and
strengthen the ability of the organization to prevent and
detect fraud and misconduct before they emerge into a
corporate embarrassment.

Fraud risk assessment expands upon traditional risk
assessment. It can be scheme- and scenario-based
rather than based on control risk or inherent risk. The
assessment considers the various ways that fraud and
misconduct can occur by and against the company.
Fraud risk assessment also considers vulnerability to
management override and potential schemes to circum-
vent existing control activities, which may require addi-
tional compensating control activities. The focus is how
fraud can be perpetrated and then concealed.

Frauds Considered
Management’s assessment of fraud risk should in-

clude the potential for (1) fraudulent financial report-
ing, (2) misappropriation of assets, and (3) unautho-
rized or improper receipts and expenditures. Manage-
ment’s assessment of fraud risk should also consider (4)
the risk of fraud by senior management or the board be-
cause ‘‘fraud of any magnitude on the part of senior
management’’ constitutes a significant deficiency and is
a strong indicator of a material weakness.22

Organizing The Assessment
Management must also assess fraud risk at the

company-wide, business unit, and significant account
levels. The nature and extent of management’s risk-
assessment activities should be commensurate with the
size of the entity and the complexity of its operations
(for example, the risk-assessment process is likely to be
less formal and less structured in smaller, centralized
entities).

The fraud risk-assessment process can be integrated
with the company’s general risk-assessment process or
conducted as a separate exercise. Management can or-
ganize the assessment around the company’s existing
business cycles or establish a separate cycle for this
purpose. Organizing around existing business cycles
simplifies the process, except that the process can miss
fraud risks that do not fit neatly within a particular busi-
ness cycle.

Some companies prefer to create a separate cycle fo-
cused on fraud and reputation risk.

Identifying Potential Schemes and
Scenarios

Identifying potential fraud schemes and scenarios
for a company is a formidable challenge. Fraud
schemes and scenarios differ drastically by product and
service sector and geography. For example, sales and
marketing schemes are quite common in the Asian mar-
ket, whereas procurement fraud is more widespread in
Central and South America. On the other hand, the
types of schemes affecting a bank will differ from those

evidence of integrity and ethical behavior, demonstrate an en-
tity’s commitment to competent and trustworthy people. Such
standards should include the performance of background in-
vestigations on individuals being considered for employment
or for promotion to certain positions of trust within an organi-
zation. This is consistent with the FSG criteria that the organi-
zation use ‘‘due care not to delegate substantial discretionary
authority to individuals who the organization knew, or should
have known though the exercise of due diligence, had a pro-
pensity to engage in illegal activities.’’

18 The FSG provide that ‘‘[a]fter an offense has been de-
tected; the organization must have taken all reasonable steps
to respond appropriately to the offense and to prevent further
similar offenses—including any necessary modifications to its
program to prevent and detect violations of law.’’

19 PCAOB Auditing Standard No. 2 ¶¶ 24 – 26.
20 PCAOB Auditing Standard No. 2 ¶¶ 55 – 29.
21 For an in-depth discussion of fraud risk assessment pro-

cess, see PricewaterhouseCoopers, ‘‘The Emerging Role of In-
ternal Audit in Mitigating Fraud and Reputation Risks’’ (March
2004), available at www.pwc.com. 22 PCAOB Auditing Standard No. 2 ¶ 140.
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affecting a manufacturer. While both companies may be
obtaining assets in a fraudulent manner, the bank
might do so by failing to credit interest or by charging
improper fees, whereas the manufacturer may be short-
shipping a distributor to obtain assets fraudulently.

The typical large multinational company thus faces
hundreds of fraud risks. Developing scheme descrip-
tions for the organization requires a deep knowledge of
the industry or industries in which the organization op-
erates, and the geographies in which business is con-
ducted. The risk-assessment team should also include
fraud risk and control experts, who understand (1) the
technicalities and mechanics of potential fraud
schemes, (2) scheme indicia, (3) what controls are
available to prevent and detect the scheme, and (4) how
to detect the fraud in the normal course of business. For
this reason, internal audit is likely to be a prominent
player.

Likelihood
Fraud risk assessments, like traditional risk assess-

ments, consider the likelihood that a particular fraud
will occur. PCAOB auditing standards refer to ‘‘re-
mote’’, ‘‘more than remote’’, and ‘‘probable’’ in evaluat-
ing deficiencies.23 An organization is required to ad-
dress risks that could result in a material misstatement
of the financial statements. However, once it is identi-
fied, management must address a deficiency that has
‘‘more than a remote’’ likelihood of occurring. Fraud
risks deemed to be remote can be ignored, although it
is advisable for the assessment team to document that
the organization had considered the deficiency and why
it has determined it to be remote.

Significance and Impact Upon Financial
Statements

The assessment then addresses the significance of all
deficiencies that are more than remote. In this context,
PCAOB auditing standards refer to ‘‘inconsequential’’,
‘‘more than inconsequential’’, and ‘‘material’’. PCAOB
defines inconsequential as a misstatement that a rea-
sonable person, ‘‘after considering the possibility of fur-
ther undetected misstatements,’’ would find to ‘‘clearly
be immaterial to the financial statements.’’24 The stan-
dard further provides, ‘‘If a reasonable person could not
reach such a conclusion regarding a particular mis-
statement, that misstatement is more than inconse-
quential.’’

Be careful about the term ‘‘material’’. In this context,
materiality refers to the significance of an item to the
users of a set of financial statements.25 SEC registrants

should note that SEC Staff Accounting Bulletin (SAB)
99, which provides guidance in determining materiality
when fraud is discovered,26 expands the frequently
used rule of thumb that a misstatement or omission that
is 5 percent of some factor (e.g., net income or net as-
sets) is material to also address ‘‘qualitative’’ aspects of
the particular matter being analyzed beyond the ‘‘quan-
titative’’ evaluation.

Fraud rises to the level of material if a reasonable
person—say a shareholder or lender—would consider it
important. When evaluating significance, management
should consider the impact of the fraud scheme indi-
vidually and in the aggregate. Some frauds, such as
travel and expense fraud, might be inconsequential on
an individual basis but be significant on a combined ba-
sis.

Control Activities

Management’s Responsibility
Next, management should identify and test the con-

trol activities that mitigate those fraud and reputation
risks, focusing on those controls that if ineffective could
have a more than remote likelihood of resulting in a
material misstatement and have a more than inconse-
quential impact upon the financial statements.27 As a
rule of thumb, anti-fraud controls generally include
controls designed to prevent fraud and those designed
to detect fraud in a timely fashion when it occurs.28

Management should expect to be able to link most iden-
tified fraud risks to existing control activities such as
approvals, authorizations, verifications, reconciliations,
segregation of duties, reviews of operating perfor-
mance, and security of assets. Anti-fraud control activi-
ties should occur throughout the organization, at all lev-
els and in all functions.

The necessary control activities should be docu-
mented in a manner that will ensure that each of the
significant fraud exposures identified during the risk-
assessment process has been adequately mitigated.
This is generally done through a linking or mapping
process of the business procedure, relating the risk of
potential misstatement to the control activities and then
to the relevant financial statement assertions. Manage-
ment’s documentation should also identify the individu-
als who perform the controls and the consideration of
segregation of duties.29 It must also describe any mate-
rial fraud and any other fraud, although not material,
involving senior management or management or other
employees who have a significant role in the company’s
internal control over financial reporting.30 Inadequate
documentation of the anti-fraud control activities in and
of itself can be a deficiency.

Management also needs to evaluate and test the de-
sign and operating effectiveness of anti-fraud con-

23 PCAOB Auditing Standard No. 2 refers to Financial Ac-
counting Standards Board Statement No. 5, Accounting for
Contingencies (FAS No. 5), which uses the terms probable,
reasonably possible, and remote. The PCAOB defines ‘‘more
than remote’’ as reasonably possible or probable.

24 PCAOB Auditing Standard No. 2 ¶ 9.
25 Financial Accounting Standards Board (‘‘FASB’’) State-

ment of Financial Accounting Concepts No. 2, Qualitative
Characteristics of Accounting Information (‘‘CON 2’’) de-
scribes materiality as ‘‘[t]he omission or misstatement of an
item in a financial report is material if, in light of surrounding
circumstances, the magnitude of the item is such that it is
probable that the judgment of a reasonable person relying
upon the report would have been changed or influenced by the
inclusion or correction of the item.’’

26 17 Code of Federal Regulations Part 211, August 12,
1999.

27 PCAOB Auditing Standard No. 2 ¶ 9 defines ‘‘significant
deficiency’’ as a control deficiency for which ‘‘there is more
than a remote likelihood that a misstatement of the company’s
annual or interim financial statements that is more than incon-
sequential will not be prevented or detected.’’

28 PCAOB Auditing Standard No. 2 ¶ 11.
29 PCAOB Auditing Standard No. 2 ¶ 42.
30 PCAOB Auditing Standard No. 2 ¶ 142.
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trols.31 Management must conduct its own evaluation
and testing of design and operating effectiveness. It
cannot rely upon the independent auditor’s evaluation
and testing of its anti-fraud programs and controls.
(Nor can the independent auditor’s evaluation rely
upon management’s evaluation and testing.32) The
company faces a possible qualified or adverse opinion
if it fails to conduct and document an adequate assess-
ment.33

Auditor Responsibility
The PCAOB auditing standards assign several re-

sponsibilities to the independent auditor. First, the inde-
pendent auditor must understand and evaluate manage-
ment’s process for assessing the effectiveness of anti-
fraud programs and controls.34 Second, it must
evaluate and test design and operating effectiveness of
‘‘all controls specifically intended to address the risks of
fraud that have at least a reasonably possible likelihood
of having a material effect on the company’s financial
statements,’’ which specifically includes, but is not lim-
ited to: (i) misappropriation of assets, (ii) risk assess-
ment of process, (iii) adequacy of internal audit func-
tion and its interaction with audit committee, (iv) codes
of ethics, and (v) whistleblower and hotline proce-
dures.35 Third, the independent auditor must ‘‘evaluate
fraud of any magnitude (including fraud resulting in im-
material misstatements) on the part of senior manage-
ment. . . .’’36 The standards define ‘‘senior manage-
ment’’ as the principal executive and financial officers
signing the company’s certifications as required under
Section 302 of the Act as well as any other member of
management who plays a significant role in the compa-
ny’s financial reporting process. Further, the standards
note that the independent auditor should alter the na-
ture, timing, and extent of audit procedures in light of
evaluation of anti-fraud programs and controls.37

Evaluation Process
Evaluation and testing of design and operating effec-

tiveness includes all five COSO components of anti-
fraud programs and controls.38 PCAOB Auditing Stan-
dard No. 2 defines generally the process for evaluating
and testing controls. When evaluating anti-fraud con-
trols, management needs to address the possibility that
individuals might seek to circumvent or override con-
trols intended to prevent or detect fraud. The audit com-
mittee should evidence its evaluation of the adequacy of
the design and operating effectiveness of the control ac-
tivities in minutes of its meetings.

Information and Communication
As with the anti-fraud elements of the control envi-

ronment component of COSO, ethics and compliance
officers are generally familiar with the requirements of
information and communication, as the FSG address

these same topics.39 Anti-fraud policies must be stated
clearly and spell out each employee’s responsibilities in
relation to the program. This information must then be
communicated to employees effectively, that is, in a
form and time frame that allows employees to carry out
their responsibilities. Thus, an assessment of the enti-
ty’s anti-fraud program must consider whether the con-
tent of its policies is appropriate, timely, current, and
properly disseminated to all appropriate parties.

In order to be effective, communication regarding
the company’s anti-fraud policies and procedures must
flow down, up, and across an organization. All person-
nel must receive a clear message that the company is
serious about its commitment to preventing fraud. In
addition, each employee must fully understand all rel-
evant aspects of the company’s anti-fraud program and
his or her role and responsibilities as they relate to fol-
lowing and enforcing the company’s anti-fraud policies.
Every employee needs to know what behavior is ex-
pected or acceptable, and what is unacceptable.

Employees must also have an effective means of
communicating significant information relating to fraud
upstream. Finally, effective communication regarding
the company’s anti-fraud policies must also occur be-
tween the entity and external parties, such as custom-
ers, suppliers, regulators, and shareholders.

The company’s information systems and technology
overlay all five components of COSO, but are consid-
ered part of the information and communication com-
ponent. Information technology audits should be per-
formed by internal audit and cover many fraud-related
issues such as systems resources, authentication of
data, and unauthorized access and physical intrusion.

Monitoring and Auditing
Both the FSG and COSO emphasize the need for

monitoring. The FSG require ‘‘reasonable steps to
achieve compliance with its standards’’ including
‘‘monitoring and auditing systems.’’ The PCAOB Audit-
ing Standards refer explicitly to adequacy of the inter-
nal audit function as a control related to fraud.40

Under COSO, a company’s anti-fraud controls, pro-
grams, and policies likewise must be monitored, that is,
subjected to ongoing and periodic performance assess-
ments. Ongoing monitoring occurs in the course of op-
erations and should be built into the normal, recurring
operating activities of an enterprise. It includes regular
management and supervisory activities and other ac-
tions personnel take in performing their duties. The
scope and frequency of separate evaluations will de-
pend primarily on an assessment of fraud risks and the
effectiveness of ongoing monitoring procedures. Since
separate evaluations occur after the fact, problems will
be identified more quickly by ongoing monitoring rou-
tines.

Separate evaluations will ordinarily be conducted by
the internal audit department or equivalent function. It
is essential that the organization’s plan, approach, and
scope of monitoring activities be documented and re-
viewed regularly.

31 PCAOB Auditing Standard No. 2 ¶¶ 40, 42.
32 PCAOB Auditing Standard No. 2 ¶¶ 113, 115.
33 PCAOB Auditing Standard No. 2 ¶¶ 40, 42, 178.
34 PCAOB Auditing Standard No. 2 ¶ 40.
35 PCAOB Auditing Standard No. 2 ¶ 24.
36 PCAOB Auditing Standard No. 2 ¶ 140.
37 PCAOB Auditing Standard No. 2 ¶ 26.
38 PCAOB Auditing Standard No. 2 ¶ 24.

39 The FSG criteria include that the ‘‘organization must
have taken steps to communicate effectively its standards and
procedures to all employees and other agents. . . .’’

40 PCAOB Auditing Standard No. 2 ¶ 24.
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PCAOB auditing standards require the independent
auditor to assess the ‘‘[a]dequacy of the internal audit
activity and whether the internal audit function reports
directly to the audit committee, as well as the extent of
the audit committee’s involvement and interaction with
internal audit. . . .’’41 If this evaluation finds an internal
audit function to be ineffective, the independent auditor
must, at a minimum, issue a finding of a significant de-
ficiency to the audit committee.42 An ineffective internal
audit function, moreover, is a ‘‘strong indicator’’ of a
material weakness.43

PCAOB Chief Auditor Douglas Carmichael, in an in-
terview with the Association of Certified Fraud Examin-
ers to be published next month, described a ‘‘strong in-
dicator’’ as shifting responsibility to substantiate that it
is not a material weakness.44 Companies with ineffec-
tive audit functions thus are likely to receive an adverse

opinion on the effectiveness of internal control over fi-
nancial reporting.

Closing Thoughts
Prior to Sarbanes, compliance and finance personnel

could, if they chose, have had little interaction. The
post-Sarbanes environment requires an integrated ap-
proach, particularly in the fraud area, as fraud is both a
compliance and controls issue.

The elements, whether they be judged under COSO
or the FSG, must all work together to form an effective
anti-fraud program. Companies that establish anti-
fraud programs as described above will meet compli-
ance requirements. More important, however, they will
go a long way toward meeting their shareholders’ ex-
pectations and helping to restore confidence in the fi-
nancial markets. Finally, fraud management makes
good business sense. Fraud prevention and detection
create large cost savings that go directly to the bottom
line and can significantly improve the company’s finan-
cial performance.

41 PCAOB Auditing Standard No. 2 ¶ 24.
42 PCAOB Auditing Standard No. 2 ¶ 140.
43 PCAOB Auditing Standard No. 2 ¶ 140.
44 D. Carozza, ‘‘Giving SOX and Fraud Examiners Genuine

Clout,’’ The White Paper (May 2004).
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